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Authorized Diagnosis on Vehicles protected against Third-Party
Access to Data

o The permanent data connection of modern vehicles calls for firewalls and
access restrictions

o Hella Gutmann is planning solutions for authorized diagnosis

Ihringen, June 28, 2019. The fact that modern vehicles are increasingly connected —
be it with the internet or with each other — as well as the increase in semi-autonomous
driving functions pose new challenges for data security. Manufacturers are therefore
working on new safety concepts designed to prevent hacker attacks on vehicle data
and vehicle electronics. Like a firewall in computers the ‘carwall’ will protect modern
vehicles against unauthorized access to data. Against this background, the open data
flow via the OBD interface will be severely restricted. In the future, today's high
diagnostic volumes will only be accessible to authenticated users.

However, Hella Gutmann customers need not worry. As with previous modifications to
technical framework conditions caused by new vehicle technologies or changes in
legislation, Hella Gutmann will also offer practical solutions for this particular challenge.
A new function in the mega macs software will enable mega macs users to diagnose
future vehicle models with the usual amount of data available to them and within the

framework of the law.

FCA (Fiat Chrysler Automobiles) has already started to furnish its most recent models
with a so-called 'security gateway'. Other manufacturers are developing similar safety
concepts for their new vehicles. Hella Gutmann is therefore working on a solution to
implement the required authentification functions in the mega macs software. These
functions will be available to customers via software updates. The exact date of the

implementation will be announced in a separate communication in due time.
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Note:
You can also find this text and related images in our press database under:
www.hella-gutmann.com/de/hella-gutmann/presse/ or www.hella.de/presse

Hella Gutmann Solutions GmbH, lhringen: The company has about 500 employees, is
headquartered in lhringen/Breisach, Germany, and belongs to the Hella Gutmann Group, which
is a corporation of HELLA GmbH & Co. KGaA. The product range focuses on professional
equipment for automotive workshops, car dealerships and automotive testing agencies. Core
products are data, software, devices and tools for diagnosis, exhaust emission tests, headlight
adjustment, system checks as well as the corresponding measuring technology. About 45,000
automotive companies in 24 countries work with the tools and professional knowledge of Hella
Gutmann Solutions on a daily basis. They benefit from the high German quality standards and
customer-oriented services such as the Technical Help Line, technical training, technical data
and sales & marketing support.

Get more information from:

Hella Gutmann Solutions GmbH HELLA GmbH & Co. KGaA.
Uschi Winkler Dr Markus Richter
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